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Duration: 5 Days

Price: $1,895.00

Discounts Available for: Groups of Six or More – Save Up to 25%, 

Patuxent Partnership Members – Minimum of 5% 

Individual Training Passes – Save Up to 50%

Corporate Discounts (10 or More), Customized Training Courses and Specialized Training Up to 50% - Call for Details 

Description: This course offers complete coverage of all material on the Security+ certification exam. With coverage of exam topics as developed by CompTIA.  
Audience: This course is designed for administrators who are responsible for the day-to-day administration of Microsoft Windows.  Students should have general knowledge of networking concepts and one or more years of experience managing Windows. Other IT professionals may also take this course on the path to becoming a security specialist.

Prerequisites: 

Before attending this course, students must have one year of experience managing Windows Server or have equivalent knowledge and skills. 
Course Objectives:

At the end of the course, students will be able to:

·  Implement authentication using kerberos, CHAP, certificates, biometrics, and other methods 

· Defend against DDOS, spoofing, replay, TCP/IP hijacking, and other attacks 

· Recognize malicious code--viruses, Trojan horses, logic bombs, and worms 

· Secure remote access, e-mail, file transfer, wireless, and instant message transactions 

· Harden networks, operating systems, and applications 

· Implement cryptography, digital signatures, and PKI 

· Manage incident response and follow forensic procedures
Course Outline:

Authentication
General Security Concepts 

Malware and Attacks
Types of Attacks and Malicious Software 

Security in Transmissions
Remote Access
E-Mail
Web Components
Wireless and Instant Messaging 

Security for the Infrastructure
Infrastructure Security
Intrusion Detection Systems
 Security Baselines 

Cryptography and Applications
Cryptography
Public Key Infrastructure
Standards and Protocols 

Operational Security
Operational/Organizational Security
Disaster Recovery, Business Continuity, and Organizational Policies 

Administrative Controls
Security and Law
Privilege Management
Computer Forensics
Risk Management
Change Management 

Appendixes
About the CD-ROM
OSI Model and Internet Protocols
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